Microsoft Multifactor Authentication Guide

What is MFA and When Do You Need It?

Multifactor Authentication (MFA) adds an extra layer of security to your account by requiring multiple forms
of verification. You'll only be prompted for MFA when accessing college resources from outside campus,
such as from home.

How to Set Up MFA

You have two options available to you, these options are using the Microsoft MFA App or using your phone
number to receive text messages or Calls.

Option 1 — Microsoft Authenticator App

Step 1: Download the Microsoft Authenticator App

1. Download the Microsoft Authenticator app from your device's app store:
« Apple App Store for iOS devices: hitps://apps.apple.com/us/app/microsoft-
authenticator/id983156458

- Google Play Store for Android
devices: https://play.google.com/store/apps/details?id=com.azure.authenticator

2. Search for "Microsoft Authenticator" and download the app with the following icon or click on the link
above next to your device's app store:

Step 2: Start the Setup Process

1. On your computer, go to https://microsoft365.com. and the screen will appear as below.

=- Microsoft | Microsoft 365  products ~  Resources v  Templates Support My account [Buynow All Microso it J signin

Introducing Microsoft Copilot: Meet your everyday Al companion for work and life. Learn more >

=

Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share and
collaborate all in one place with your favourite apps now including Copilot.*



https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://microsoft365.com/

2. Click on 'Sign In', and a Microsoft sign-in window will appear. Then, enter your college email address.

B® Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Next

3. Upon entering your college email address, you will be redirected to the college sign-in page as shown
below. Then, enter your College email address and the password for your account.

4. After entering the correct password, a popup will appear as shown below. Please click on 'Next'.

B® Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

5. You will get a popup reminding you to download the Microsoft Authenticator as shown below.

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app
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Step 3: Configure the Authenticator App

1. Open the Microsoft Authenticator app on your phone and tap the "+" button as shown below.

= Authenticator -

=i

Ready to add your
first account?

2. Select "Work or school account" as shown below.

3. Now using your computer after you have selected Next, the following will appear and select next.

Microsoft Authenticator >4

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

o

| want to use a different authenticator app
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4. After selecting Next on your computer screen, a QR code will appear. Scan the QR code using
Microsoft Authenticator app and click "Next" on your computer.

Microsoft Authenticator P

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

e [

Step 4: Verify Your Account

1. Arandomly generated number will appear on your computer screen. Enter this number into the Microsoft
Authenticator app on your phone.

Microsoft Authenticator X

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

- 61

‘ Back ‘

2. When entered correctly you should receive a notification of approval message. Select Next.
X

Microsoft Authenticator

Notification approved

v/
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Step 5: Completion

1. A notification will appear on your computer screen confirming that MFA has been successfully set up as
shown below.

My Sign-Ins ¥

& 7
- Microsoft Authenticator app was successfull|
, Security info :
R Overview registered
These are the methods you use to sign into your account or reset your password.
5 Security info Default sign-in methad: Microsoft Authenticator - notification Change [ i 14Mar2025 123451 GM|
= -+ Add sign-in method
Devices

B password Lot pdtesd
Q Password o

&3 Organizations

& Settings & Privacy

0 Recent activity

Option 2 — Text Messages or Calls

If you would like to avoid using the Microsoft Authenticator app, you can instead set-up text messages or
choose to receive a phone call.

1. On your computer, go to https://microsoft365.com and the screen will appear below.

=. Microsoft I Microsoft 365  Products ~  Resources ~  Templates  Support My account Buy now All Microsoft | signin

Introducing Microsoft Copilot: Meet your everyday Al companion for work and life. Learn more >

=

Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share and
collaborate all in one place with your favourite apps now including Copilot.*

ssiiocoilica

Sign up for the free version of Microsoft 365 >

2. Click on 'Sign In', and a Microsoft sign-in window will appear. Then, enter your college email address.

BS Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Next
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3. Upon entering your college email address, you will be redirected to the college sign-in page. Then, enter
your College email address and the password for your account.

4. After entering the correct password, a popup will appear as shown below, select “Next”.

B® Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

5. Next, select “| want to set up a different method”.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

Next

I | want to set up a different method I

6. Next, select “Phone”.

Choose a different method X

~  Microsoft Authenticator
(&)  Approve sign-in requests or use one-
time codes

% Phone
Get a call or text to sign in with a code
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7. Next, select United Kingdom in the Country code drop-down box and type in your Phone number. Select

“Next” when completed.

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone number would you like to use?

Country code Phone number

United Kingdom (+44) v

iChoose how to verify

@ Receive a code

O Call me

and cookies statement.

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

Next

Select “Receive a code” to receive text messages or “Call me” for a phone call.

8. You will now receive a SMS code or Phone Call, proceed to type in the Code if you selected the

“Receive a code” option. Select Next.

Phone

We just sent a 6 digit code to Enter the code below.
318611

Resend code

’ Back ‘

| want to set up a different method

9. You will now receive a verification message as pictured below, select “Next”.

Phone

° Verification complete. Your phone has been registered.

Next

Page 7 of 8



10. Success! You will finally receive a message to say that the set-up is now completed.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

% Phone

New Phone

If you change your phone, you will need to send an email to ITHelpdesk@brooklands.ac.uk in order for us to
remove the old phone from your account.

Having issues?

If you encounter any issues while setting up MFA, please email the IT team at
ITHelpdesk@brooklands.ac.uk and we will assist you further.
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